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Who am I?
• Chalmers, MSc in Engineering Physics (81-84)
• Göteborg University, MBA in Business Organization (82-87)
• MIT, Fulbright Scholar (85-86)
• Chalmers, PhD in Computer Science (86-92)

• Kigol (84-?)
• Carlstedt Elektronik (92-93)
• CR&T (94-03) [Spotfire, Gatespace, SmartEye, Pilotfish, …]
• Innovationskapital (96-07)
• (Viktoria 97, Interactive 98)
• SICS / Interactive Institute (03-09) [Peerialism, Axiomatics, Gavagai, 

Interspectral, …]
• Recorded Future (09-?)

• SSF, Vinnova, KK Foundation (93-?)



We choose to go to the moon. We 
choose to go to the moon in this 
decade and do the other things, not 
because they are easy, but because 
they are hard, because that goal will 
serve to organize and measure the 
best of our energies and skills, 
because that challenge is one that 
we are willing to accept, one we are 
unwilling to postpone, and one 
which we intend to win, and the 
others, too.



The Spotfire Story









124423423489 / 34442 





Spotfire evolution

• Very general technology - ”Visualize anything”
• No-one wants ”anything”
• Start broad, focus, expand
• ”Anything” à Pharma à Oil à 6s
• Act(s) of God
• Smart people with a hard problem to solve and a budget
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• Way too much to read

• Lacking language understanding

• Hard to find relevant sources (deep/dark web), 
content highly volatile

• Need to prioritize what threats to focus on

à Goal is to make the human analyst >10x more efficient

• Must shift from organizing the web for search to 
organizing for analysis

What frustrates human analysts?



”Analyze anything
that’s happening in 

the world”



”Analyze anything
that’s happening in 

the world”

Evidently I never 
learn….



Evolution of Recorded Future

• ”Analyze anything”
• Quant trading
• Geopolitical Threat Intelligence
• Cyber Threat Intelligence
• Digital Risk Reduction

• Business model evolution
• Freemium – monthly subscription
• Traditional direct sales – annual subscriptions
• Partners/channels
• ”you don’t need to innovate everything”



Who has the 
keys?

Is someone 
asking for the 
keys?

What places like this 
one have been attacked 
recently?

Are the 
blueprints out 
there?

Is someone talking 
about attacking places 
like this?

Is someone 
selling my 
property?





Where can this intelligence be found?
• Open web - high volume, low-to-high value

– Mainstream media, blogs, social media, cyber threat intel sources

– Paste sites
– Code repositories

– Dark web sites
– Underground forums

• Closed/Dark web – small volume, very high value
• Technical sources

– Threat feeds, domain registrations, whois data, malware detonation

• Human threat researchers



Recorded Future Belief

Massive Data 
+

Machine Learning
+ 

Human Expertise
=

Threat Intelligence
AT SCALE, IN REAL TIME



From the Real World to Recorded Future

Structured data 
from analyzed text

Structured data 
from technical 
sources



The Threat Intelligence Machine

STRUCTURE ANALYZE DELIVER
Real-Time 
Collection
Natural Language 
Processing

Trends
Patterns
Risk Scoring

Intel Cards
Risk Scores
Ontologies

Real-Time Alerts and
Predictive Scoring
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THREAT INTELLIGENCE MACHINE TM



RSS feeds
Social media
Paste sites

Forums
TOR/Onion

Natural 
Language 
Processing

Signals
Risk Scoring
Predictions

Security
Intelligence Graph

(Events,
References

Entities,
Ontologies)

Portal, 
Express, 
Mobile

Cyber Daily

Alerts

SOAR  API

Connect  API

Collection Ingestion

Analytics

Structured 
Data 

Analytics

Threat lists
Domain regs.

DNS
Netflow

Ontology data

Insikt Analyst 
Notes

Recorded Future 
Usage Data

800.000+ 
sources

> 30 million 
documents 
every day

10 languages:
English, 
Spanish, 
Russian, 
French, 
Arabic, 

Chinese, Farsi, 
Portuguese, 

German, 
Italian +
language 

independent 
analyses

63+ billion facts,  
4+ billion entities,

10+ years of 
historic data

1+ billion risk scores 
and alert levels 

updated in real time

16k Insikt 
Analyst Notes



430+ persons, 42 nationalities



Lessons learned

• Skate to where the puck will be… (aka “bleeding edge” :-)
• Dare to explore – early on, when it’s cheap –

focus when you “strike gold” – then expand
• Dare to be slow – don’t take more money than 

you need for the next step – speed up when you have a
working business model
• You don’t need to “innovate everything”



Alligator vs. Elephant



Summary

• Someone needs to be at the 
bleeding edge
• No-one wants anything
• Look for smart people 

with a hard problem to solve 
and a budget – but also 
figure out how to expand
• Act(s) of God
• Be the elephant!


