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Who am |?

Chalmers, MSc in Engineering Physics (81-84)

Goteborg University, MBA in Business Organization (82-87)
MIT, Fulbright Scholar (85-86)

Chalmers, PhD in Computer Science (86-92)

Kigol (84-?)

Carlstedt Elektronik (92-93)

CR&T (94-03) [Spotfire, Gatespace, SmartEye, Pilotfish, ...]
Innovationskapital (96-07)

(Viktoria 97, Interactive 98)

SICS / Interactive Institute (03-09) [Peerialism, Axiomatics, Gavagai,
Interspectral, ...]

Recorded Future (09-7?)

SSF, Vinnova, KK Foundation (93-?)




We choose to go to the moon. We
choose to go to the moon in this
decade and do the other things, not
because they are easy, but because
they are hard, because that goal will
serve to organize and measure the
best of our energies and skills,
because that challenge is one that
we are willing to accept, one we are
unwilling to postpone, and one
which we intend to win, and the
others, too.




The Spotfire Story
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Spotfire evolution

* Very general technology - “Visualize anything”

* No-one wants “anything”

e Start broad, focus, expand

* “Anything” - Pharma = Oil 2 6o

* Act(s) of God

* Smart people with a hard problem to solve and a budget
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Humanity has become
a sensor

2013



HISTORICAL REAL TIME

TO PREDICT WHEN
l l | -—) CRITICAL EQUIPMENT
MIGHT FAIL
_— g gﬁ - q

TO DETERMINE IF MATERIALS, COMPONENTS, AND PRODUCTS MEET SPECIFICATIONS
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ChessBase

ChESS NEWS SEARCH: (/)] LANGUAGE: DE EN ES

Kasparov at TED: Don't fear intelligent
machines. Work with them

by Albert Silver ¢ Llike it! | 7 Comments

6/12/2017 — Garry Kasparov recently released his latest book called Deep Thinking, and was
invited to make a presentation at the wonderful online resource TED. The theme was
appropriately on the rise of machines, not just in areas such as chess, but how they are quickly
encroaching on areas such as medicine and legal work. Instead of a doomsday speech, he
reminds us that we should work with them, our creations, and use them to fulfill our dreams.
Enjoy the video!
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DOGBERT THE CEO

WERE GOING
INTO THE INTERNET
NEWS BUSINESS.

Dilbert.com DilbertCartoonist@gmail.com

WERE

HIRING  NO, WELL
REPORT—  SUMMARIZE
ERS? STORIES FROM
OTHER SITES
( AND PROVIDE

LINKS.
J

[1-17-09 ©2009Scott Adams, Inc./Dist. by UFS, Inc.
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User experiences ranging from
simple search to application like

Entity Event
database ontology
Massive event
+ database
Event ontology
15 v auenonnll driven partioning?
Spider + RSS consumer
State of )
ot m of State . Predictors i
Dedivered 1315 Pl 03/27/2008 Newspapers : -Entity similarity
5nm 11 3'% y‘%m : -Calendar
CERTIFICATE OF INCORPORATION
OF
TSUP, INC.

FIRST: mnmofmwabw*)hm,hc.
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mhlmmmwmmxml.mdmmdm
nmofiunﬁudwlwhm&mmmw.
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thmhmhmuwﬁvwhmw”hw
under the General Corporation Law of the State of Delaware.







What frustrates human analysts?

. Way too much to read
. Lacking language understanding

. Hard to find relevant sources (deep/dark web),
content highly volatile

. Need to prioritize what threats to focus on
- Goal is to make the human analyst >10x more efficient
. Must shift from organizing the web for search to

organizing for analysis
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"Analyze anything
that’s happening in
the world”



Evidently | never
learn....

/
"Analyze anything

that’s happening in
the world”



Evolution of Recorded Future

* "Analyze anything”

e Quant trading

* Geopolitical Threat Intelligence
e Cyber Threat Intelligence

* Digital Risk Reduction

* Business model evolution
* Freemium — monthly subscription
Traditional direct sales — annual subscriptions
Partners/channels
”you don’t need to innovate everything”
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COMPANY ¢ » B
Saab AB
References 100 000+
First Reference Apr 11,2013
Latest Reference Sep 23, 2019
Location Location Sweden 3 9
Primary Industry Sector Primary Industry Sector
Aerospace and Defense MODERATE
Curated * RISK SCORE
7 of 27 Risk Rules Triggered
Show all events or cyber events
TRIGGERED RISK RULES Learn more about risk rules
High
p—
Informational
L) T T T T T T T T T
Oat Nov Dec Jan Fet Mar Apr i g Sep

High Volume of Exposed Email Addresses
1779 all-time distinct email addresses in 132 documents found. Sample report (Jan 17, 2019): Collection 1 - January
2019.

High Volume of Exposed Credentials
1195 all-time distinct credentials with passwords in 35 documents found. Sample report (Jan 17, 2019): Collection 1 -
January 2019.

Company Website Using Technology Version With High-Risk Vulnerability
Using 1 vulnerable technology: Php 5.6.31 (associated with high-risk vulnerabilities CVE-2018-10549, CVE-2018-19520;
used by saabgrintek.com).

Attention on Dark Web Markets
36 all-time sightings on 1 Dark Web / Special Access source.

Historical Possible Malware in Company Infrastructure « 5 sightings
Historical Positive Malware Verdict seen for 5 IP Addresses on company infrastructure including 147.13.116.124, 148.2
0.11, 139.58.216.177

Historical Typosquat Similarity to Company Domain - Non-Punycode Typo or Homograph * 93 sightings
93 historical typosquats seen for domains on company infrastructure including saab-tech.com (seen on Jun 19, 2019),
ambarena.com (seen on Jun 9, 2019), gripenshop.se (seen on Jun 7, 2019).

Company Website Using Often-Exploited Technology
Using 1 frequently exploited technology: Adobe Flash Player (used by saabarena.com).
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Where can this intelligence be found?

- Open web - high volume, low-to-high value
f - Mainstream media, blogs, social media, cyber threat intel sources

I

- Paste sites
- Code ripositories

- Dark web sites
- Underground forums

Closed/Dark web - small volume, very high value

- Technical sources
- Threat feeds, domain registrations, whois data, malware detonation

- Human threat researchers
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Recorded Future Belief

Massive Data
+

Machine Learning
+

Human Expertise

Threat Intelligence
AT SCALE, IN REAL TIME
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From the Real World to Recorded Future
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Saudi summit website attacked by hackers

Structured data
from analyzed text

-
Saudi Arabia Cyber Attack

Saudi summit website attacked by hackers -

Structured data
from technical

Saudi summit website attacked by hackers
The Future Investment Initiative website earlier showed a mocked-up photo of
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The Threat Intelligence Machine

Technical
Sources

Threat Open
Research Sources

Closed/
Dark
Sources

%

THREAT INTELLIGENCE MACHINE ™

STRUCTURE ANALYZE DELIVER

Real-Time

' Trends Intel Cards
Collection

Patterns Risk Scores
Natural Language

Processing Risk Scoring Ontologies

Real-Time Alerts and
Predictive Scoring

Recorded Future
Ul

Connect API
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1+ billion risk scores

and alert levels
updated in real time

Collection

10 languages:
English,
Spanish,
Russian,

sources Frenc_h, 63+ billion facts,

Arabic, 4+ billion entities,
Chinese, Farsi, 10+ years of
Portuguese, historic data
German,
Italian +
language
independent
analyses

Portal,
Express,

Mobile
800.000+

Connect API

> 30 million
documents
every day

SOAR API

INE RS

Cyber Daily

16k Insikt Recorded Future
Analyst Notes Usage Data



42 nationalit

430+ persons,




Lessons learned

* Skate to where the puck will be... (aka “bleeding edge” :-)

* Dare to explore — early on, when it’s cheap —
focus when you “strike gold” — then expand

* Dare to be slow — don’t take more money than
you need for the next step — speed up when you have a
working business model

* You don’t need to “innovate everything”



Alligator vs. Elephant




Summary

e Someone needs to be at the
bleeding edge

* No-one wants anything

* Look for smart people
with a hard problem to solve
and a budget — but also
figure out how to expand

 Act(s) of God
* Be the elephant!




